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AR CH IW AR E ®  Wh ite  P ape r 

Increasing your Data 
Security with Referenced 
Backup technology 

What is a Referenced Backup and what are its 
advantages compared to a traditional backup ? 
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1. Pro ble ms  Of Con ven tio nal  Bac kup  Pro ced ure s 

Normal ly increm ental backup s work purely by adding  data that has change d 
since the last backup . The decisio n about which data to save is made by 
scannin g a file system  and compar ing the creatio n and modific ation dates 
with those from the last backup . If the dates of the files are newer , the file will 
be backed  up and an entry in the index will be added. 

Most backup  system s employ  this additiv e method  - despite  the fact that it 
has some intrinsi c problem s. It is therefo re no longer approp riate in modern 
system s for the followi ng reasons . 

1.1 Rena ming  Files 
If a file is rename d, this has no effect on its modific ation time.  An increm ental 
backup  employ ing the additiv e method  will therefo re not be aware of this 
change  and will not save the new file during an increm ental backup . The new 
name of the file remain s effectiv ely unknow n to the backup . 

1.2 Movi ng Files With in A File Syste m 
Files moved within a file system  will not be detecte d by traditio nal backup 
softwar e since, again, their modific ation date is not affecte d by the move. 
Therefo re the files will still be found at their origina l locatio n within the index 
and hence restore d to their origina l locatio n. 

1.3 Delet ed Files 
Again, file deletio ns are not reflecte d in the backup  index. Althoug h they are 
no longer a part of the file system , they are still include d in the index at the 
place where they once were and hence restore d to their origina l locatio n. 

1.4 Inter rupte d Backu ps 
A conven tional backup  procedu re conside rs an incomp lete backup  to be null 
and void. Conseq uently , not all data saved up to the point of termina tion, 
althoug h written  to storage  media, will be availab le to be restore d. In any 
case, the next backup  will have to save the same data again, since the backup 
index contain s no informa tion about the failed backup . 

1.5 Backin g Up Large V olumes  Of Data 
Experie nce shows that backup  window s are getting  smaller  since produc tion 
takes more time and produc es expone ntially larger amoun ts of data.  The 
conven tional backup  procedu re, which conside rs interru pted backup s as 
incomp lete and broken , is conseq uently hitting  its limits. It is becomi ng 
increas ingly difficul t to save large volume s of data by means of a conven tional 
backup  within the decreas ing backup  window . 

1.6 Restori ng Data Saved By A Conven tional Backup 
The issues with the conven tional backup  as describ ed above, have further 
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conseq uences  on the restore  procedu re. 

Renam ed files can only be restore d into their old locatio ns and with their old 
names,  since their new names and locatio ns are not known to the backup 
system . 

Further more, a user will not be able to search for and locate a file within the 
backup  index, unless its previou s name and/or locatio n are known. 

A restore  of a moved file will only be perform ed into its old locatio n, since the 
backup  system  is not aware of where it had been moved.  When perform ing a 
full restore , files which have been deliber ately remove d, will be restore d 
regardl ess, since there is no informa tion availab le to the backup  system  about 
deleted  files. 

3. The  Sol uti on - 'Ind ex Ref ere nce d Bac kup ' 

By implem enting an ‘Index Referen ced Backup ’, PresST ORE 2 solves the 
problem s and address es the weakne sses of conven tional backup  techno logies. 

The increm ental backup  employ s the availab le backup  index which contain s a 
detaile d ‘snapsh ot’ of the state of the filesyst em last time a backup  was 
perform ed. This is used as a referen ce to determ ine the exact change s that 
have taken place in the file system  since the last backup  and therefo re which 
files need to be include d in this backup . This method  additio nally enables 
detecti ng rename d, moved and deleted  files. When restorin g files, these will be 
correct ly named and located  in the filesyst em accordi ng to their origina l 
locatio n. Deleted  files are marked  as such in the index and will not be restore d, 
unless restorin g from a date prior to their deletio n. 

By employ ing the more sophist icated index, PresST ORE 2 realise s  a true 
‘adapti ve backup ’, which register s all the change s and adapts to the actual 
state of the file system  over time. 

4. Ap plic ati on Exa mp les 

The new ‘Refere nced Backup ’ in PresST ORE 2 mainta ins an accurat e and 
comple te footpri nt of the file system  and is the basis of many new feature s 
and options  within the produc t. For exampl e, it is now possibl e to backup 
laptop comput ers althoug h they are connec ted to the networ k for relative ly 
short periods  at a time. The momen t the laptops  appear  on the networ k, the 
backup  comme nces. The first time around , a full backup  will be taken, since 
there are no records  in the index at this point. Thanks  to our Referen ced 
Backup , the laptop owner does not have to wait for the backup  to comple te, 
but can at any time disconn ect his laptop from the networ k. 
Any conven tional backup  softwa re, would conside r the first full backup  as 
‘broken ’ and reinitia te a new full backup  the next time around  when the 
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comput er next appear s on the networ k. Laptop s, which are rarely attache d to 
the networ k long enough  for a full backup , would thus almost  never be backed 
up in their entirety  using traditio n method s and therefo re go withou t being 
backed  up at all! 

Thanks  to its index, even when only partly filled, PresST ORE 2 can determ ine 
which files have change d and therefo re need to be backed  up anew . Any files 
not yet saved or change d since the last backup  will be detecte d and backed  up. 

PresST ORE 2 implem ents a fully interru ptible backup . For PresST ORE 2, no 
backup  is broken . It will pick up where it left off and does not have to restart 
from the beginni ng. 
This opens new possibi lities where large data sets are involve d. A backup , 
which would take longer than the allotted  time window  and interfer e with the 
daily produc tion can be interru pted and continu ed on the followi ng evening . 
Backup s with intentio nally introdu ced pauses  are possibl e withou t impact ing 
the safety of the data. Further more, a restore  of a snapsh ot of the file system 
can be done at any time with all the renami ng, moving  and delete operati ons 
that took place on the file system  conside red. 

5. Op era tio nal  Con sid era tio ns 

Practic ally speakin g, it become s sufficie nt to initially  execute  a full backup  and 
then to continu e regular ly running  increm ental backup s withou t impact ing the 
safety of the data. It is, still recomm ended, neverth eless, to execute  a full 
backup  at regular  interva ls. A full backup  creates  a new clean and lean index, 
which release s disk space and boosts operati onal perform ance. Withou t a full 
backup , the index would keep growin g and the restore  of an entire file system 
would take an unnece ssarily lengthy  period.  Additio nally , a full backup  will 
occupy  new media, thus making  the old media and all the media used to store 
increm ents availab le for recyclin g. 
A full backup  in PresST ORE 2 can be done with help of the index. This 
‘Synthe tic Full Backup ’ enables  a speedy  backup  withou t penalis ing server and 
networ k perform ance – see below . 

6. Syn the tic Ful l Bac kup 

PresST ORE 2 include s a unique  new feature , which enables  the creatio n of a 
full backup  at any point in time by only employ ing the current  index and using 
the data availab le on the media. The ‘synthe tic backup ’ does not access the 
servers  and their filesyst ems; but uses the data availab le on the media as the 
source for the backup . From this data and the backup  index, PresST ORE creates 
a new full backup  on a fresh set of media withou t imposin g load on the 
networ k and impact ing resourc es and the routine  produc tion on the server . The 
fully automa tic media manag er identifi es, and exchan ges the require d media 
to read and write, provide d the necessa ry media is availab le in the tape-lib rary . 
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For compan ies where the data volume  exceed s the availab le backup  window , 
Synthe tic Full Backup  is an ideal and speedy  solutio n to obtain a new full 
backup  withou t produc ing extra load on the networ k and comput ers. 
Especia lly during time-cr itical periods  of intensiv e produc tion, a high degree of 
securit y for the data can be provide d. 

. 

. 

PresS TORE ®     Sync hroni ze     •     Backu p     •     Archi ve 
                      
                     The Mod ular Data- Mana geme nt Platf orm 


